Physical Media

The language of the RFC wis warm and welcoming.
— RATIE HAFMER AND MATTHES LYON, Wihere Wizard) Fray
Uip Late

While many have debated the drigms of the Intermér, it's clear that in many
ways it wits buile to withsrand nuclesr artack. The Net was designed as aso-
lution to the vulnerability of the miliary's ceneralized system of command
and conrrol during the late 19505 and beyond. For, the argument gocs, if
there are no central command centers, then there can be no central targers
and overall damage is reduced.

I one can consider nuclesr actack as the most highly energetic, dominac-
ing. anil cenrealized force char one knows—an archetype of the modern em—
then the Ner 15 at once the solution to and inversion of this massive marenal
threat, for i0as precisely noncentralized, nondominating, and nenhoseile.

The term proteod s most known today inies molicary concexe, as o mechosd
of correct behavior under a given chain of command. On the Interner, the
meanming of protocal s shightly differene. In fact, the reason why the Inter-
net wonld withstand nucledr ateack is precisely because its internal pratocols
arr the encmy of burcaucracy, of rigid hierarchy, and of contralization, As |
shiow an this chaprer, the matenal substrate of neework protocals s lughly
Aexible, diseribured, and resistive of hierarchy,

The packet-switching technologies behind che Interner provided o very
different “solurion™ o nuclear artack than did common military protocol
during the Cald War. For example, in 19558 the Royal Canadian Aie Foree
sad the US. Air Force entered into agreement under the Norch American
Aerospace Defense Commund (NORAD), NORAD 15 o sadar surveillance
systemn minging North Americd that provides early warnings of missile or
other arr arracks against Canada and the Uniced States. “The commuand maon-
itors hny porential scrospace thireat to the two ruttons, provides warning and
assessment of that threat for the two governments, and responds defensively
to any arrcrafr dr cruise missile threacening Norch American aiespace.”! The
NORAD system is o centrwlizad, hierarchical network, Ir containg regional
canteol sectors, all of whichare ulrimacely conreofled by the HSSPACECOM
Command Center ar Cheyenne Mountain in Colorado Springs, Calorado.

It tuncoons bike 2 wall, not ke a meshwork. Faced wich o nuclear areack,

Epigraph! Rarie Hafner and Marrhew Lyvon, Wieer Wizrads Neay L9 Lane e Cragam of the Ju-
termet (New Yok Touchstone, 1595900, p. 144
1. NORAD: Issethe 2100 Compaery, 128 Groverniment Princomg Orfee (15997 -579-974),
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NORAD meers force wich force. Onee the vurer protection zone of the land-
mriass is compromised, the NORAD command is able to scramble defensive
air power through a rigidly defined system of command and control that is
directed oarward from asingle source (USSPACECOM), o subserviencend-
point installations that help resist artick, The specihic locacion of each radar
installation is crucial, as s the path of the chun of command. Dunng the
Cold War, NORAD was the lynchpan of nuclear defense in North America.
It 1sa “sulution” to the nuclear chrear.

The Interner system could noc be more different. Te follows o contrary
argamzanonal design. The Tnterner 15 based not on directionalicy nor on
toughness, bue on flexibibiey and adapeabiliey, Normal militaey protocol
serves to hierarchize, o priontze, while the newer nerwork protocols of the
Interner serve ro diversbue,

In this chaprer | deseribe exacely what distribution means, and how pro-
tocol works in this new termin of the distrbiuted nevwark.? 1 accempe
show that protocol is not by narure horizontal or vertical, bue thar protwol
is an algorithm, a prawespron for structare whose torm of appearnce may be
any niumber of differene diigrams or shiapes.

The simplest nerwork diagram is che centralized neework Gsee higare 11,
Centralized nerworks are hierarchical. They operate with a single authoric-
tive hub Fach rachial node, or branch ot the hierrchy, 15 subordinare o the
cenrral hub, ALl aceiviey travels from denter to periphery, No peophierl node
s connected o any other node. Centrabized necworks may have more than
one brinch extending out from the cener, but ae each fevel ol the hierarchy
power 15 wielded by the rop over the bottom,

1 The dovesson of neewaork desigos into coneealizod, decentrlized, and dintributed apipears in
Paul Baran's Ow Dirbated Communiatmm, | nivadectin g (3meibsted Cumegeniiating Nitusids
(sanra Monica, CA: RAND, 1964, p. 2 Baran's diagrams huve been coped by sy aashio
since then

Fellowing Wialliam Evan, Jobn Arcpanllawnd Davad Runfeldtsugpest o topology even simpler
than the centralized netwark. This s the chaln orline petwiork: for exampie, s amugpling
chun where people, goods, oF intormanion move slong o Hing of separase contacrs, and whers
e -treend communication muar travel thirough the intermelione nodes.” See’ Arquilla and
Ruonfelde, Nerureds amd Netuars: The Fatyreof Terron Crine, and Milita (hante Mapicy, CA:
RAND, 20018, p, 7
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& pertral el herbwers

The American qudicial systemn, for example, Is a centralized network,
While chiere are muny Tevels to the court system, cachowith its'own jurisidic-
tiom, o b decisaan of cach coarn can alwity's be oscalated (ehrough the appeals
process) wa hagher level in the hierechy, Ulumately, however, the Supreme
Court bas hnal say overall macters of law

The panopticon, desenbed o Foucale's Diplone and Pusierh, s also o
centralized neework. In the panopticon, repurposed by Pouvaule feom che
wrtings of Jeremy Bentham; a guard s sienaecd an the centee of many radial
vells, Each cell contains 4 posoner, This special relationship between guard
and prisoner "links the centreand pesiphery,”™ Inae, "power is exercised wich-
aue division, according to a continuous hierarchical hgure” occupying the
centrul huls,®

A decentralized necwork s b muleiplicarion of the ceneralized neework (see
figure |20, Inadecentralized network, instead of one hub there ure many hulbs,
cach wirh s own arnsy of dependent nodes. While several hubs exist, each
with it own domain, no single zenith point exercises conerol over all orhers,

There are many decentralized networks in the world roday—in tice, de-
centralized neeworks are the ma comon diagran of the modernt era.

Cine example 1s-the mirhine syscem. In e, one-muse always cravel chroogh
certain centrulized hub citrs—generally in the Midwese or cenenl areas of

the United Stares. Dhirecr nonstop service i only possible of one luppens to

3. Michel Foucaul, ﬂ.u.fpﬁu and Puerrh rratne Alan Sheridan ¢ New Yoek Vintage, 1997y,
kT
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Figre 1.2
A decemtralized nobwork

be rraveling from one hub to another (or i one pays o preminm for special
routes).

For the aicline system, the decentralized network is the sulution e mula-
plicity, albeit 1 compromise berween the needs of the passenger and the
needs of the airlines. There are far too muny mepores in the counery o allow
tor nonstap service between each and every city; however, it would be aneth-
cient to rolte every passeniger through a single, Midwestern hub (e, con-
sider a thghe trom Norch Carolina ro Maine).

The third nerwork diagrarmn, the one thit interests me most here, 15 called
the dustributed nerwark,! The emergence of disenibured neeworks is pare of
a larger shift in social life. The shifc includes s movement away from central

A Neswords amd Netwars, Arquilla and Roofeldt call dus chind meiwork copology an “ull-
channel” rerwark “whete cvorybody s connecred o eversbody else” (ot However eheirall-
channel setwork s nor identical e o' dieeibueed necwork, us their senutocial eximphe hoteays:
“an all<harme! reuncl or diteezorate” (8, Truly discribures] neewarks cansne, in fact, suppore
all-channel communocation it enmbiinargridl ueopia), bt wnsecad propagate through oarges
and uptimes alike; through miles of dark fber (Lovink) and dia sases, through bypeeskilled
capiral and wnskilled Ly, Tha diveribution’ s similar 6 bue for synonymous witl ali-
chunnel, the larter being o marhemarical fntasy of the firmer

Feastar1

bureaucracies and vertical hierarchies roward 4 broad necwork of auton-
amous social actors.

As Branden Hookway writes: "The shifi is accdrming across the spectrum
af information technologies as we move from models of che global applica-
tion of ineelligence, with their umversality and friceionless dispersal, to one
of local applicanions. where inrelligence is site-specific and o™ Com-
puter scientists reference thas historical shite when they describe the change
from linear programming to sbpt-armented programming, che latter a less
centrahized and more modular way of writing code. This shafr coward diseri-
burion has also been documented in such diverse texes us chose ofspcinlogist
Manuel Gastells, Amencan Deleuszian Hakim Bey,and the ltalian “autono:
mist” palitical movement of the 1970s. Even harsh ceiracs of this shift, such
as Nick Dyer-Witheford, surely admic chac che shufe s taking place. o is pare
of & larger process of postmodermization thae is huppening the world over,

What is the nature of rhese disenbuored necwarks? Fiese, chistributed net-
works have no central hubs and no radial nisdes: Inseead ealh encity in che
diseributed network 15 an autonomous agent.

A pertect example of a distributed network i the thizome described in
Deleuze und Guastari’'s A Thowsand Platea. Reacting specifically to whar
they see as the toraliirmnism inherent m cenerlized and even decenralized
terwarks, Delewee ped Guatean instesd deseribe the ehizome, o horizoneal
meshwork derved from botuny, The rhizome links many autonomous nodes
together in o manner thar is newher linear nor bierarchical. Rhizomes are
heterogencous and connective, that 15 (o say, “any pane of 3 chizome can be
conneceed 1o anyvehing other.™ They are also multiple and asymmetrical:
“Ia) rhizome may be broken, shattered ar a given spot, bue e will stare up
again on one of 1ts old Lines, oron new lines.™ Furcher, che rhizome has com-
plete distegard for depth models, or procedures of derivation, As Deleues

and Guarrari write, & rhizome 15 a strnger o any idea of genetic axis

3. Branden Hookway, Pandemenrom The Kiv of Prefateny Lacaley b ohe Pactieer Woeld (Mew
York: Princeton Archatecrurs] Prews, 199, pp. 28-24.

fi. Gilled Deleuse and Félix Ginietary, A4 Theavowed Platerar. rrani Brain Massum (Minoeapo-
lis: University of Minnesots Press, 1957, p 7

7. Delenze and Guarean, A Thesmind P, p. 9
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or deep structure.™ Trees and rooes, and indeed “[afll of arborescent cul-
ture " is rejected by the thizome. Summarizing the unique charcteristics of
the rhizome—and with ir the diseribured nerwork— Deleuze and Guarcar)

WIILE:

*  [Ulnkke trees or cheir rodrs, the thizome conneces any point ro any other
poine

*  The rhizome is reducible neither 6 the One nor the mulaple. . It s
compased not of units bue of dimensions, or racher directions in morion,

* lehasneicher beginning nor end, but always o middle (milsen) from which
1t grows and which o overspills

*  Unhkeastrucouee, which is defined by wset of points and posicions, with
binary relations between the points and hiunivocal relutionships between

the positions, the thizome 15 made only of lines . | |

-

Unlike the tree, the thizome is not the abject ol teproduction . . |

*  The chizome is an antigenealogy. 1t s shorcreem ITICTNOEY, OF UL emnry.
*  The thizome operates by variation, expansion, cotguest, caprure, offshoors.
*  Therizome isanacentered, nonhiessrchical, nonsignifying system with-

out a General and wichout an organizing memory or central auromation, "

It diagrammed, a distribured network might look like Bgguiee 150 In o iis-
tributed network, each node may connect 1o any other node Glchough there
s no requirement thar i does). During o node-to-node contiection, no i
termeduiry hubs ire required —none, not even a centralized switeh as is the
case in the telephone necwork. Poine "X" may contuce “Y" directly via one
of several parh combinations,

A distributed nerwork 5 always caughie, mouse an expression rom
Delewze and Guarears, au milieu, meaning that it is never complere, or e
grul to sselt. The lines of u diseribured nerwork conrinue off the diagram,
Any subsegment of a distribuced network is as lurge and as sl d45 1t5 par-
ent network. Distribution propagates chrough chythm, noe rebiech.

8. Delewse und Crumeear), A Thwiriand Platiaar, po I
9 Dreleure and Guareard, A Thuscand Platassr, p. 13
10 Delense anil Gliarriri, A Thesamd Platecs, g 21 bolleed femar mine,

Chapter |

Fhiure 1.3
& deatriboted netwdk

One actually existing distributed nevwork is the Dwighe D Eisenhower
System of Interstate & Defense Highways, better known as the interstace
highway system. The highway system was fieste approved by Congress im-
mediately following World War 1, but was not otficially begun until June
20,1956, when President Eisenhower signed ie into low. (This s exucely che
same perikd during which Internet proncer Paul Baran began experiment-
g with diseributed, packer-swieching compurer technolagics ac the Ranid
Curporation, ') The highway system i a distributed network because it lacks
any centralized hubs and offers direce inkages from city o ciey chrough ava-
riery of highway combinations,

For example, someone traveling from Los Angeles to Denver may begin
by traveling on Interstare 5 north roward San Francisco turning norchwiest
on Interstate 80, or head our on Interstate 13 roward Las Vegas, or even [n-
terstate 40 toward Albuguergue. The routes are varied, nor predetermined.
If one route is blacked, another will do just ws well. These are che advantages

of o distribured nevwork:

11, As Hafner and Lyon wnire; “Bamn was workimg on the prodlem of how o budd comem-
mication structures whaose surviving eomponents could connnwe to funcuon as a cobesive gn-

tity after other preces were deirsoved. ™ See Bane Hafnee and Marchew Lyon, Wikere Wizl
Sty Up Lats, p, 56
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Centralization & Decentralization

A centralized network consists of o single centrul
power point (o host), from which are attaehed radind
nodes, The central point is connected 1o all of the
satellite nodes which are themselves connected only
o the central host, A decentralized network, on the
other hand, has maftiple central hosts, each with its
own ser of satellite nodes. A satellite node muy have
connectivity with one or more hosts, but not with
other nides. Communication generally travels
anidirectionally within both centralized and
decentralized networks; from the central trunks to the




OF course the Tnterner is another popular and actually existing distrib-
ured network, Both the Interner and the US, incerstate highway system
were developed in roughly the same rime period (from the fare 1930s to the
late 197053, for roughly the same reason (to facilitate mobility and commu-
nication in case of war). Larer, they both matured into highly useful tools for
civilians.

What was once protocol’s primary labiliey in its former military con-
text—the auronomous agent who does not liseen to the chain of com mitnd —
is now its primary consriruent in the civil contexe. The diagram far protocol
has shifted from the centralized o the decentmlbized neework, and now finally
o the distributed nerwork . Diseributed nerworks have no chain of command,
only autonomous agents who operited according to certain pre-agreed "ici-
entific” rules of the syseem,

For the Internet, these scientific rules are wricten down. Called prtquls.
they are available in documents known as RFCs, or "Requests for Com-
ments.” Each RFC aces as a blueprint tor a specific protocol. 1t mseruces po-
tential software designers and other computer scientists hinw to correctly
implement each protocol in the real world, Far more chan mere technieal doc-
umentation, however, the RECs are a discursive treasure trove for che erin-
cal theorist.

The RFC on “Requirements for Internet Hosts," an introductory docu-
ment, defines the Internet as u series of interconnected networks, thar s, o
merrcork of sezaorks, that are interconnected via numerous interlacing com-
puters called gateways: “An Internet communication system consises of in-
terconnected packet nerworks supporting communicarion amony host
computers using the Internet protocols . . The networks are intercannecied
using packet-switching compueers called “gateways,™!” Populucing chese
many different nerworks are hoses, single compurers that are uble to send anl
receive information over the nerwork. According to this RFC, "A host com-
puter, or simply ‘host, is the ultimate consumer of communication services.
A hose generally execures application programs an behalf of user(s), em-
ploying nerwork and/or Internet communication services in suppurt ol this
funcrion, . . . Ineernet hoses spiin o wide range of size, speed, and funcoion,

12 Rober Braden, " Reguirement for Inceenes Hosts,” REC 1122, Chorgher 1GR9, . 6,

Tharter 1

Telnet Fre | [trre] o [ ] (Apolication Layer)

I [
TCP 1 | | (Transport Layer)
]

I intermet Protocol & ICMP {Internat Layer)

|

| Local Network Protocol | (Lirk Layear)

Fijuirn 1.4
Predocal Layeri

They range insiee from small microprocessors through worekstations to main-
Frames and supercempaters.” O s the RFC on Transmassion Concrol Pro-
tocu] simply dehines s, hoses are “compurers wetachedd tooa necwork. ™ I the
hose s a receiver of information, oo s called o chene 1 i s a sender of infor-
muation, it s celled a server

Inoeder tor hoses po commumicare v the Inteener, they muse implement
ur entire suite of differene protocals, Protocols are the common lunguages
that all computees on the neework speak, These component protocols ace like
layers. Each luyer has a differenie function (see figude | 4), Considered as a
whole, the layers allow communicanion to happen

The RFC ot "Reguirements for Internet Hoses™ defines tour basic layers
tur the Internet surre of protocals: (1) the application layer (e.g., telnet, the
Wb, (2) the transport layer (e.g., TCP), (3) the Internet layer (e.g., P), unid
Uty the link (or media-access) luyer (e.g., Erhemet),

These loyers are nested, meamng thar the applicanion layer s encapsu-
Luted within the trnspare laver, which s encapsulaced wich the Inteenee
layer, and soon

This diagram, manus its Tlaver” captions, appears in RFC 791, The four
lavers are part of a larger, seven-layver model called the Q31 {U)pen Syscems
Interconnection | Reference Model developed by the lncernational Organiza-

tion tor Standardizanion (150). Tim Berners-Lee, inventor of the Web, wses a

13, Bralen, “Reguiremenrs for Intemet Hosts” pp. 6-7

Ioh, Joparhan Poteel, Tramsmussn Conrrnl Protooel,” RFC 793, Scprember 1981, p. 7
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slightly different four-layer model consisting of “the trunsmussion mediom,
the compurer harclware, the sofrware, and che contene.” Yochai Benkler;
from whom Lawrence Lessig has drawn, uses inseead a three-layer model
consisting of & physical laver, & code laverand @ content laver, Lev Manovich
uses an even simpler, wo-laver model consisting o a euloetal” layer com-
prised of “the encyclopedia and rhe shore story; stoey and plor; compostion
and poine of view; mimesis and cacharsis; comedy and copgedy,” and 4" com-
puter” layer compnsed of computer languages, varables, functions, packets,
and vther code elermens.

Aonsider an average telephone conversaton as an analogy, There are sev-
eral protocols at play during a telephone call, Some are technical, sorme so-
cial. For example, the act of lseening for a dial tone and disling the desired
phone number can be conswdered fobe ina differenc "layer” than ie con-
veration irself.

Furthermore, the perfunceory statements chat open and Close o relephone
conversation—"Hello,” "Hi, chis s "Well, PIL ralk o you later,”
“Ohkay, goodbye,” “Byel"—are themselves not part of the normol converspe
tion “layer” but are merely necessary o establish che beginning and end of
the conversation,

The Internee works the same way, The applicieion Luyer is ke the cons
versation layer of the relephane cpll. It is cesponsible for the conrent of the
speciiic rechnology i queston, be i chécking one's ermail, or accessing o
Web page. The applicarion layer isasensantic layer, meaning Hi i is respon-
sible for preseeving the content of daccwithin the neework transacrion. The
apphication layer has no concern for laeger problens such as estabibishing net-

15, For these references, see Jonathan Poseel, "neernes Fromoal,” REC 790, Sejpwember 1951,
jr ¥ Tun Berners-Loe, Whierag the Wetk (New York, Flaeperolling, 199090, ppo 120- 14 Y-
chat Benbler's “From Consumens ro Users: Shifting the Deeper Strucrures of Regulation -
ward Susrarnable Commmons ansd User Sceess,” Fadorad Commmnecationr Law S 52 120000,
pir 300 =575 and Lev Manovich, Te Latguage of Nett Medis (Cambrid pet ST Pres, 200 ),
o W The ermical distmerion s thar the 80 model, my prefeersd henrbstic, comsders every-
thung rirbe code and makes po dlliwances for special anthropomorphie nses of daca: Tlhis mokes
it misch enster o think abour protecol. The athier models prvidege limanslegible Torms.

whose reducibulicy o protocol is fiimsy ar besr.

Chagiar 1

wark connections. or acrually sending data berween those connecrions, It
simply wants irs “conversarion” ro work cormectly.

The transport layer 1s one seep higher m the hierarchy than the applica-
tion layer. It has no concern for the content of informarion (one's email, one's
Wb page). Instead, the rransport layer is responsible for making sure thae
the dara traveling across the perwork arrives ar ity destination vorrectly, It 15
asocial layer, meanmg thatsesies haltway beeween the content dr mesining of
thee data being transferred and the maw acr of rransferring rhar daca If dara i
lost i transir, i1 1s the transport layer's responsibil ity to resend che lost data.,

Thus, in our hypothetical telephone conversation, if one hears static an
the line, one might interject the comment, "Melln . Are you seill thered”
This comment is mor part of the conversation layer (unless vour conversarion
happens 1o be abour “still beings there™); racher, 12 15 an intersticial comment
meant to confirm that the conversation s traveling correctly across the tele-
phune hine. The opener and closer comments are also part of the transpore
layer. They confrem thae the call has been established and thir it is rowdy for
the conversation layver, and conversely thue the conversation 1% finished aned
the call will be complered.

The third Liyer is the Internet layer. This Layer is larger seill than bork the
apphcation and transport layers. The Inteener layer is concerned with one
thing: the dctual movement of dara from one place to another. It has ro inrer-
e i the content of thae daca (che application layer's responsibilicy) or whether
parrs of the data are lost in transit (the transport layer's tesponsibility).

The tourth laver, the hink layer, is less importane oo my seudy. Ie s cthe
hardware-speaific Liyer thae muse ultimarely encapsulate any dara transfer,
Link layers are highly varble due ro the many differences in hardware and
other physical media. Fur example, a telephonie conversition can travel just
as easily over normal telephone wire as it can over iber-opoc cable. However,
in gach case the technology 10 question s medscally different, These rechnology-
specific protocols are the concern of the link (or medis-access) layer.

The difterent responsibalities of the different protocol layers allow the In-
ternét to work cffectively. For eximple, the division of labor herween rthe
trunsport laver and the Internet layer, whereby errar coreection 15 the sole re-
spansibilicy of the transport laver and routing (the process by which dlara i
“reste],” or sent toward 13 Anal destinacion) is the sole responsibilicy of the

Ineerner layer. creates the conditions of existence for the distribursd necwork.
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Thus. if a mouter goes down in Chicage while a message is en route from
New York to Seattle, the lost data can be resent via Lovisville instead (or
Taronto, or Kansas City, or Lansing, or myriad other oodes). Te maccors ot
if the alternare node is smaller or larger, or is on a different subnecwuork, or
is 1 another country, or wses adifferent bperiting systim.

The RFCs state this quality of flexibility very clearly:

A buasic objecrive of the Internert design is o tolerate w wide ratige of nerwork char-
acteristics—e g, bandwidrh, delsy, packer loss, pucker reoedeting, and maximum
packet wize. Anorher objective i rabustness agasmst failure of individual neeworks,
gareways, and boses, using wharever bandwidth s sull available. Fenally, the goal s
full “open system intercanpection” s an lngeerer hiost must L abile v verppe e me-

by and effecrively wohamy neher Tneernet hose, aceess diverse veenee patlas, '

As long as the hosts an che nerwaork contorm to the general suite of Interner
protocols—like a lingua francu for computers—then the eransport anel Inier-
net layers, working i concert, will take care of everytling,

The ultimare goul of the Internet protocols s toraliey. The vircues of the
Internet are robuseness, contingency, interoperabilivy, fexibalivy, heeeros
geneity, pantheism, Accept everything, no matter what source, semder, or
destination,

TCP 15 the muost common protocol n the cransport luyer, Ir worles very
clisely with che TP o ensure rhat the dats sencvig 1P arrives correctly, TCP
creates o vireual circone” between sender and reciprent and vses chae imagi-
mary circuit to regulate the flow of informacion. Where 1P s Blind o the ul-
tirnate integrity of the daga i ermnspores tmore on T lacer), TCP constuntly
checks o see if the message arrives in one piece. As the REC specities, "TCP
15 used by those nppiim:inﬁs needing reliuble, tonnection-onienned transpor
service, e, mail (SMTP), file teanster (FTP), and vireual terminal service
{Telner).™"

TOCP i responsible for the “handshake” thut happens berween owe com-

puters at the moment i connection 15 estabilished.

| Braden, “Reyjuitements fur Inrerner Hoars,” po 8,

7. Braden, " Requirerments fue Internee Flosr,” p, 82
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1) A ————— "S¥MNchronize? ——— B
2) A €— “ACKnowledge. SYNchronize? — B
3) A ———— “ACKnowledge™ ————3 B

Fagure | 5
Threz-way hardihake

TCP creates an imagimary circwt berween sender and receiver. It "savey
state”, that 15, 1t pemembers the state of the convesation from moment
moment (something cthat 1P does not do by ieelf, nor does che ather com-
mon transport protocol called TDPY This s what the RFC refers to when it
describes TCP as "a connection-onicnted, end-tocend reliobile protocol,”"™ as
an example of omgenng "inter-process communication,” or as the ¢reation of
a Slogical ciecuit” beeween two computers. The circuie doésn’t in fuce exist
i the real workd, bur it s created temporarily to connecr sender and recetver,
v much the same way thara e s cemporanly creared beeween callee anid
recipient during a normal telephone conversation (escepe chae wich the phone
system, the ciromt s created by an actual swirch, rather chan throagh a dis-
tribured connesnon)

The TCR cirewt i created through a threesstep process known asa hand-
shuke. Firse, the sender sends a message called a "SYN" (synchronize). Sec-
ond, the recipient replies wirh o message called an "ACK™ (acknowledge)
and intites s own SYN request. Finally, che ariginal sender acknowledges
the reoipient’s SYN by sending s own ACK (see hgure 1.5), Afrer this
three-way handshake s complete— 1) “Hello!™ (2) "Hi. How are vou?” (3)
"'t fine thanks™—the conpecrion s established and normal communica
tion may begimn

The primary value of TCP 15 its mobust qualiey. TCP allows communica-
tionon the Web to be very reliable) Informaron s monscored during reans-
port and is re-sent if lost or corrupred,

As aosystem this robusoness 15 achieved by tollowing & general principle:

"Be conservanive in what vou do, be liberal inwhat you aceepe trom dthers,”™

{8, Postel, "Trammisson Contml Protecol,” p |

19, Peatel, “Tranimsion Comimd Protocol.”p 14
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This means that TCP hoses should liberally accepe as much informarion as
possible from ather, foreign devices. But if any of the information is cor-
rupted, the “conservative” host will delete the information and request a
fresh copy be re-sent. As the RFC notes, the goal of TOP is "robuseness in the
presence of communication unreliability and avilubility in the presence of
congeston.

TCP's partner protocol is [P TCP and 1P work togethet (o create i pro-
tocol suite, referred to simply as TCPAP. 1P is respinsible for one thing:
moving small packers of data called “datageams” from one place wranarher.
As the RFC specifications for 1P nore, “cthe inremnet protocol provides lor
rransmiccing blocks of data called datagrams from sources to destinations. ™!

However, in 1P there are "no mechanisvms to augment end-to-end daca re-
habalicy, flow coneml, sequencing, or other services commenly foud in
host-ta-host pratocols™ such as TCR This means thae 1P simply seals upoats
datagrams and shoots them out into the echer. Tedoes not wait forany SYNs
or ACKs, and it receives no certtheatton thar che dacagrums have been re-
ceived (sinte these are all che responsibilites of the trnsport liyer, TCR).
The IP knows that, evenrually, ies dacagrams will arrive ae cherr locagions,
and i they don't, the transport Liyer will provade all error correcoon anil
send requests for the massing dacagrams to be re-sent.

[P is like the engine powering i cor—the engane maoves the car, bar it has
o faculties for knowing when and where to steer, or knowing when
where to stop ar speed up ithese are the responsibilioes ol the dever) The
engine cannot recognize the ditferene berween a green and red traffic Light,
It has no business dealing wich chings thae are outsicde ey lmqnu'ulugn;nl
pLrview.

Technically, then, [P w respansible for rwo chings: routing and fragmen-
tation. Routing bs the process by which paths are seleceed lor moving data
across a nerwork. Since nevworks are heterogeneous and ever-clanging, the
route berween point A und paint B is never fied bue muse be rethoughe each

rume macerial wishes to pass over it

20t Posrel, “Transmison Cogerol Protecol,” po |
2. Pumeel, “Ioremer Protoenl,” pol

22 Postel, " rterner Protocal,” o |
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Thus flexable routing svstem s achieved through a “hopping” process
whereby dats 15 passed from computer to compiiter in sequence. None of the
computers 1 the cham of hops knows definirively where the desiced desti-
nanion lies: Bur they do know in which general direcrion the destination is.
They pass their daragrams to the computer that lies in the “genenl direc-
nion” of the desnimation: Each computer en route maineains a cache contain-
ing information about which of its neighbors lie in which general direction,
Each node i the nerwork knows not where the final destination s, but
simply which direction, or “nest-hop,” will get it closer to its descinarion; [F
the nexe-hop proves o be fauley, then the mermeduiey gateway alerts the
sonrce cornputer and ehe source computer updares its nexe-hop cache,

Thus, if Chicago s the next-hop for a message leaving New York en oure
to Seattle, wnd Chicago poes down, then Louisville becomes New York's nexe-
hap for Seattle. Larer, of Chicago 1s remnstaced and becomes the best routing
ipaticin agarn, New York updaces s ciche aceordimgly.

The nest-hop serategy means char no single node o the Tneernet knows
detimitively where a destination is, merely that e s “over there” Each node
does know the exace lovation of every nisde s o connected to, and my pass its
messages to whatever machine 1s closese to “over there,” Ateer encugh bops
in the righe direcoon, the destination machine will no longer be "over there”
bur wall acrually be the nexe-hop for the router currencly cureving che daca,
and the daed will be delivered. In this way the message hops around uneil it
arnives i the immediare viciniry of its destnation, whereby the exacr loca-
ton of the destination i3 in fact known and final delivery 18 possible,

Each datagram 15 goven a nomber called a “time-to-live." This number
designares the masimum number of hops chat chie daragrom s able o ke
Betore it 1s delered. Ar cuch hop, the me-to-live 15 decreased by one, If the
reme-to-live reaches zero, che rounng computer is obligated oo elere the
daragram. This ensures thar daragrams will not hop sround the necwark -
dehritely, creating excess congestion.

The sevond responsibiliey of the Inrernet Protocal is fragmentacion.
When messages are-sent across the nerwork, they are inevicably too large o
be sent 1n one prece, Henee, sach messape 18 frgmented, o disinregrared
o several small packers, before it s sent. Each small packer 15 sent over the
nerwork individuslly. Ar che end, the packers are collecred and reassembled

to) recreare the priginal message. This process is called fragmentacion.
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Each physical network has ics own personalized chreshold for che largest
packet size it can accommodate. Thus, no single fragmentation recipe will
wark for every nerwork. Some, like large freeways, will accommodate large
packers, while others, like small back roads, will accommadate only small
packets.

Bue if @ message starts 1ts journey as large packets, it cannot be stymied
mid-journey if it happens to come upon i foreign nerwork chat only accom-
maodates small packer sizes. Refragmentation may be necessary en rouee.
Thus, if 4 message stares off being fragmented into large packets de.g. fics
rraveling over a fiber-opric cabled, it may need to refagment ivell mid-
journey if it encounters o medium-sized pipe (e, telephone line) some-
where en route. 1P can deal with this contingency. Fragmenration allows the
message to be flexible enough o fie through a wide rnge of nerworks with
different thresholds for packet size.

Whenever a packer is creaced via Frapmentarion, Cert preciaions missk
be taken to make sure that ic will be reassembled correcely arits destination.
To this end, a header is arrached o each packet, The header containg certain
pieces of viral information such us ies source address and destination aderess.
A mathematical algorichm or “checksum” is also computed and amended ro
the header. If the destinarion computer decermines thar che mfarmuation m
the header s corrupred in any way (e, i the checksum does not onrrectly
correlate), it is obligated to delete che packer and requese chaea lresh one
be sent.

At this point, ler me pesise to summartze the dseinee i'-'T‘““"-T’]“Hi!-ﬂ[ vhir-

acteristics of chie TCP/IP suie!

s TCPAP facilitates peer-to-peer communicanion, meaning ehiae Internet
hoses can commuamecate direcely wich each ochee withour their communica-
tion being buffered by an intermediary hub.

o TCEIP s adistribued cechnology, meaning that s serucrure resembles
4 meshwork or chizome,

o TOPAP 15 2 umiversal language, which if spoken by two eomputers al-
lows for internerworking berween those compuaress,

s The TCP/IP suite 1s robust and flexible, nor rgid or tough.

= The TCP/IP suite is open to 4 broad, theoretically unlimited variery of

computers in many different locarions,

Fhacéter 1

¢ The TCPIP protoecol, and arher protocols Like ie, 5@ rerde of che action

of autonomous agenrs {(compurers)

Each of these chameteristios alone is enough to distinguish prorocol from
many previous modes of socml and technical erganizarion. Togecher chey
compose d new, sophisticared sysrem of distributed concrol.

Mot every protocpl s concerned with the process of peer-to-peer commu-
nicatyon as are TCP and 1P DNS, or Domain Name System, i3 o protocol
with a very simple, but different, mandate. DNS 15 respansible for cranslat-
ing Interner addresses from names to numbers,

While muny compater users are farmlar with the “dot-com” style of
werting Inteenct addresses (e, wowwsuperbad com or www rhizome.org),
computers themsebves use s numerical monikee instead, called un TP address,
I adddresses are written as a group of four numbers separired by dots (e,
Q002520312000 While it i3 very ditficule tor humans to reemernber and
use such numbers, ir s very casy for computers. “The basic problem at
haod,” writes DINS crings Ted Byhield, is “how we map the "humanized” names
of PINS to- machimc” pomibers of che underlying TP address syseem " Come-
puters understand numbers more easily, humans understand words, Thus,
betore each and every transaction on the Waorld Wide Web, one’s hand-typed
Wels addeess must fiest be branslated 1o an TP address before the computer

can do s wark
Www.rhizome . org &= 206.252.131,.211

This translatinn s called Tresolution” and it is the reason why [INS exists, [F
LANS had never been developed, Interner addresses would look mare bike
lang telephone numbers or postal codes) Enseeud ehey look Like long words,
Prioe to the weroduction of DNS in 1984, a single compurer, collec wmame
server. held all the nume-ro-number conversions, They were conrined ina
single texr file. There was one column for all the names and another for all che

numbers—Iike a simple referenice tabile. This docamene, called HOSTS TXT,

23 Ted Byfiedd. "DNS- A Shost Hiszory and a Shore Farure, ™ Wettome, Gitober | 3, B8,
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lived in Menlo Park, Calitornia, at the Neowork Information Center of the
Stanford Research Institute (SRI-NIC), " Other computers on che Internet
would consult this document periodically, downloading its information 5o
thar their local eeference tables would carry the mose up-to-dace dati. The
entire system of namuing reterred to in this file was called the meme ipace

This early system was o centralized nerwork, par excellence. with SRI-NIC
at the center, However as the Interner grew larger this single, central node
became incompatibile with the nature ol the necwork: “The toll on SRI-NTC,
i terms of the neework erafhe and processor load invalved in diseributing
the file, was becoming unbearable. . . Mainsnmng consistency of the files
across an expanding netwark became harder and harder, By che time o new
HOSTS TXT could reach the farthese shores of the enlarged ARPAnet, a
bt across the nerwork had changed addresses, ora new hose bud speang up
thar users wanted o reach.”

To solve this problem, computer scientist Paul Mockaperris desigoed o
new syseem, o decentralized darabase of namelnumber mappings called DINS
(see figure 1.6), The new syseem, seill in phace today, operaces likeananverted

tree:

The damam name space 15 tree strucene. Hach node aod leal on e tree correspaomly
b d resinirce set (which muy be empey) - The doman nane of @ nede o foil s the
path from the root of the teee b thie node ar leat, By conventian, e labels e Loo-
pose 4 dormuin nane are read Tett o rghe, from che most specilic (owest) o ehe least

specific (highest) ©

The tree seructure allows Mockapetris to divide the total namie space daris
base into more manageable and decentralized zones throwgh a process of hi-
erarchization, As Mockapetris writes, "approaches that actemipt 1o collect a
consistent copy of the entire database will become more an o more expensive

24 Ser Paul Albore and Crockes Liu, PN onf BIND, Thord Edeiven Setusiepal, CATCY Redly,
L99Y), e

25 Adbuz and Loy, DNS o BINIY, pp. 44

26 Paul Mockupereis, "Domain Names —Corcepes and Faciliens,” REC HEZ, Peevem b
963, 6
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and difficulr, and hence should be avorded ™" Instead each porcon of che
database s delegared ouewand on the branches of the tree, into cich leal

At the top of the wmverted tree s the socalled roon servers, represented
by d single doe (7 73 They have auchoriey over the rop-fered dimgiing CTLDs Y such
as "eom,” et Tedi,” and Torg.” At cach brinch of the tree, control over
ditterent zone of the name space s delegated tooa seever chae s Tower anthe
tree Thus, i order to resolve the sddress " www rhisome ong,” one st firse
dsk thie root server where to i the “org ™ zone. The oot server replios with
wn authoritative answer about where to find the “org”™ name server. Then, the
“org" mame server s guenicd and replies with the answer lor where to hind the
“rhiedime” hose within che “org”™ 2one. Finally, the “rhizome” name server is
querted, and replies with the numernical address for the “www" computer
that lives wathun the “rhizome” domain,

Like thus, the process stares at the mose general point, then tollows the chain
of delegated authority unal the end of the line s feached and the numernical
adidress may be obeained, This s the protocal of a decenrrleeed necwork,

lo NS, cuch name server can teply only with auchorieative intormacion
ibout the one immediarely below i This is why the systerm s hieearchival.
Bur each name server can ondy know authoraove informuacion abour che 2one
immeduirely below it The second, or third, or even fourch segment down
the branch has been delegared o other nume seevers. Thas isowhy the system

15 decentralized,

=7 Huf.h.qattru. “Bamaun Namey— Condeptyatid Factheres, ™ po 2,
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The more central name servers that are closer to the rooe of the tree can-
nor rell you aurhoritative information about the compurers as the enils of the
branches, bur they aee tell vou who they huve delegaced such informacion to
and where o find the delegures.

As mentioned in the introduceion to this book, protocol is based ona con-
tradiction between two opposing machinie rechnologies: One radieally dis-
tributes control into autonomous locales (exemplified here by TCP and 1P,
and the other focuses control inen rigidly defined hierechies (exemplified
here by DNS) There are othee important conclusions chae ane may derive
from the preceding discussion of protocol

Fiest, as the discussion of DNS suggeses, protocol s s umiversabzing sys-
tem. Ted Byfield writes that whae is wnigue to the DINS id

its historical posicion ga the st “univeral” wddeossing system—chat is, i ninving
convention called upon . to integrate oot just geogriphical reberences ioevery
scale . but alwo commerclal linguage of every tvpe (eompany saives, crademarks,
yinghes, acronyms, services, commodities), proper maees (eroops, dividoal Biseor
ical references (fimous battles, movernents, books, sngsh, fobliesand intereas; cor-

egories and stanchirds (concepes, speceficinions, proposlsl - che B gocs ol an

[INS §s che mosr hero of huiman projecs; ie s the aceaal conserierion ol i
single, exhaustive index tor all changs. 1o s the encyelopedio of mankind, a
smap thar hus o one-to-one relationship wich bes cerritory, Thus, as Ddemon-
strare i chaprer 2, DINS 18 hke many ocher protocols in that, o s mad dash
toward universalicy, 1t produces sameness or consistency where originally
there existed arbierariness. As the saying goes, apples and oringes ane not

comparable in the "real world,” bue in the DNS system chey are separated by

a few binary digits. DNS 15 not simply a translacion languoge, i fofangrage
It governs meaning by mandaring chac anything meaningful muse register
and appear somewhere in is system. This s the nature of procecal.

Second, as the discussion ol TCPTP shows, protocol 15 matenslly imma-
nent, Thar is, protocol does not follow o model of command and congral tha
places the commuanding agent ourside of that which 1s being commanded. Ir

28, Bybdld, "DMNE"
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s endogenous. (This 1s a departure fram the more higrarchucal defineeon of
protocal used by che military where conerol is exercised from withouc.)

Fur sxample. the pratocological manipulation of an HTML wbjece by an
HTTF ohject begins fiest with the pasing of the HTML object;

<htmls>
=hady>

Hello World|
< oy

</ html>

The creavion of a special HTTP besder chut deaves from che anginal object

is attached rothe beginning of ie and describes 10 in varous ways:

HTTP/ 1.1 200 GK

Dateil Sun, 28 Jafi 2001 20:51:58 GMT
Server: Apaches1.3.12 (Unix)
Connection: close

Content-Type: text/himl

<html>
<oty >
Hello ‘World!
< fhody>
< /htmls

The hieader conraims vanous picves of information about the HTML objece
such as the dare the file was List modined (line 2), the make and model of the
server offering the ile (line 53, and the type of contenc 10 (0 chis case, (s
text-based HTML Lhine 310,

The HTTP pbyece, then, s simply the HTML obyeve plus s new HTTP
header, all wiapped up o o new form und separared by o blank line. The
new header 15 prefixved ro the original conrene, becoming part of 115 maerl
bisdy. But, since the HTTP header is nothing but o desceiption of the mate-
ral contents of the HTML object, the larger protocol (HTTP) a5 simply a
way of rewriting the smaller ane (HTML)—che smaller data objécr i5 en-
capsulated by the larger one. In doing so, the HTML abject is immanently
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cransformed—itr actmal data 15 prefixed by anather wnit of data—ro funceion
within rhe larger coneext of HTTR,

Anoither conclusion is that, while protocol is immanent eoa particularsee
of data, protacalgicad abjects never cantatn their s protocol. Thus, TCP/ IP howises:
HTTE which houses HTML, which houses ASCI texe, etc. New headers are
sdded ar each level, bue in terms of content, promcols are never contmuons
with themselves

At cach phase shift (ie., the <hife from HTML w6 HTTP, or from HTTP
to TCP), pne 15 able o dennfy a data object from the interseceion of two
articulared protocols. In face, since digital intormation o nothing Fsart e
differenomeed soup of nnes and aeros, dita nbijects e wathing [t e arbi-
trary drawing of boundaries thae appear at the chreshold of e arceen e
protocals ™ Tn order to see HTML, one muse actially view it as i inteesecrs
with HTTP Otherwise, ane looks ar HTML and sees nochang but s awn in-
rernal protocals: text and markup tags,

A last point, something thar should be of particular meerest to cricieal
theorises, is that protocol is ageens seterpresation. Thisis tosay thae protacal
does lirrle to transcode the meanimg of the semantic unies ol value tar pass
in and out of fts purview, It encodes and decodes these viltes, yes, b such
rranstormanions are simply eesvial machemacics and do nor affec meaning in
the same waty that a Hollywood Blm may affecr che meaning of feinnity,
or a palice officer walking the beat tmay aflece the meaning of power in public
space. Pritocols do not perfurm any inrerprecition themselves; char e, chey
encapsulate imfarmation inside varinus wrsppers, while remaining relatively
wditferent to the cantent of information contwned wiclin,

The consequences of this are legion. Temeans it protocological analysis
must focus noc on the sciences of meaning (representacion/ineer| et
reading), bue rather on the sciences of possibilicy (physics or logic), which |
address in more detail in chapter 5 on hacking.

The limits of 4 protocological system and the limirs of posbelity wirhin

thar syscem are SYNOnYmoLs:

13, Thus os semmilar oo Mandvich's principle of Tmidulaesy™ inwhich gvery new ke nbgect
vty up of independens pars, which themsselves are umicue (idepenclent n_hp-.m. Tois, an i
sense, clbgeces all the way down See Lev Mangwach, Tae Langmage of et Madb; pp. 30-31,

To tollow 4 protocol means that everything possible within that proco-
cal isalready ar one’s fingerrips. Not to follow means no possibility. Thus,
protocological analysis must focus on the possible and the impossible (the
envelnpe of possibility), not a demysaificacion of some inner meaning or “ri-
tvotial kernel” within technology. Peotacnd foo coriione. mit o tentenice.

In this chapter on physical media | have tred to describe protocal from
the perspective of ies real material substrate. I deseribed the distnbuced ner-
work und positioned protocol us a urigue governing principle within that
network. | hughlighred the TCPAP suite of Interner prococols and DINS s
rhe two most impormane cheoteticdd moments for proocal —one protocal
radically distnibures control mto antonomons agents, che other tyodly or-
ganzrs conerol o a tree-like decentmbized daribase,

Nexe, | move beyvond rhe hard science of protocol and begin o consider
it from the perspective of form. That s How does prrotecol funeeion, oot as
a ratermd machine, but as an entire tormal apparatus? What techwues are
used by and through protocol to create vardos cultural objeces? Flow carn one
detine protocal in its most abstract sense?

These are the Tundameneal gquestons connnned in chapeer 2 on foem, o

which | now turn
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